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System and network engineer

ICS SILVERBIRD EXPERIENCE SRL
(KuwwnnHes), IT, UHTepHeT

Main activities and responsibilities:

- Establish user accounts, workstations, and any necessary hardware or
software tools for company operations and other roles.

- Perform system administration duties, such as configuration management,
entitlement management, and software installs.

- Selecting and purchasing technical supplies, equipment and gadgetry.

- Manage the company's internal IT infrastructure.

- Troubleshoot any issues related to office infrastructure.

- Provide on-site technical support for the X office.

- Provide remote support for the Y office.

- Ensure security controls.

- Manage access controls.

Executed strategic projects:

- Led the selection and planning of a new office space, including layout design,
electrical infrastructure (outlets, internet jacks), local area network

(LAN), video surveillance system, access control system, and procurement of
all related equipment.

- Implemented single sign-on (SSO) integration between Google Workspace
and Microsoft 365.

Software Systems & Security Engineer

ICS Reliable Solutions Distributor SRL
(KuwwnnHes), IT, UHTepHeT

Main activities and responsibilities:

- Providing technical support to customers, both remote and in person
- Analysing and troubleshooting customer issues

- Implementing technical projects for businesses

- Presenting and demonstrating products to customers

Pe3stome docmynHo o adpecy: https://www.rabota.md/ru/resume/resume/414985



https://www.rabota.md/ru/resume/it/414985
https://www.rabota.md/ru/prices/cv

- Delivering Proof of Concepts (POC)

- Selecting necessary hardware to meet customer needs

- Conducting audits and making recommendations for customer environments
- Providing support for internal users and IT infrastructure

- Supporting and implementing Microsoft SaaS & on-premise solutions

- Supporting and implementing network environments

- Implementing and supporting software for various purposes, such as DLP,
antivirus, SIEM, secure web gateway, backup, helpdesk, database, endpoint
management, and virtualization systems.

Implementing & Support:

- Trellix ePolicy Orchestrator

- Trellix Enterprise Security Manager (SIEM)

- Trellix Data Loss Prevention

- Trellix Device Control

- Trellix Endpoint Security

- Trellix MVISION Endpoint Detection and Response

- Trellix Web Gateway

- Trellix Integrity Control

- Trellix Change Control

- Trellix Application Control

- Trellix Database Security

- ManageEngine ServiceDesk Plus

- ManageEngine Endpoint Central

- ManageEngine Mobile Device Management

- ManageEngine OpManager Plus

- CyberQuest Nextgen SIEM

- Microsoft SaaS (Exchange online, SharePoint, Microsoft Defender, etc.)
- Microsoft on-premise (Windows Server, AD, CA, ADFS, SQL, Office, etc.)
- Google Workspace

- Teramind

- Famoc

- CoSoSys Endpoint Protector

- NAKIVO Backup & Replication

- Veeam (Backup & Replication, ONE)

- VMware (vSphere, ESXi, vCenter, vSAN

Main customers:

- BC "BCR" SA

- BC "EXIMBANK" SA

- BC "FINCOMBANK" SA

- BC "VICTORIABANK" SA

- CENTER OF INFORMATION TECHNOLOGY IN FINANCE (CTIF)

- ICS "PREMIER ENERGY" SRL

- INFORMATION TECHNOLOGY AND CYBER SECURITY SERVICE (STISC)
- MINISTRY OF DEFENSE

- MINISTRY OF FINANCE

- MINISTRY OF HEALTH OF THE REPUBLIC OF MOLDOVA

- MINISTRY OF INTERNAL AFFAIRS (MAI)

- NATIONAL AGENCY FOR ENERGY REGULATION OF MOLDOVA (ANRE)
- NATIONAL BANK OF MOLDOVA (BNM)

- NATIONAL BUREAU OF STATISTICS (BNS)

- NATIONAL EMPLOYMENT AGENCY (ANOFM)

-NATIONAL SOCIAL INSURANCE AGENCY (CNAS)

- OFFICE FOR PREVENTION AND FIGHT AGAINST MONEY
LAUNDERING(SPCSB)

- SC "IMUNOTEHNOMED" SRL

- STATE TAX SERVICE OF THE REPUBLIC OF MOLDOVA (SFS)

- TERMOELECTRICA SA

sAHBapb 2020 - CeHnggg System Administrator

SRL NOVOSOFT SYSTEMS
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(KnuwwnnHes), IT, HTepHeT

Main activities and responsibilities:

- Installing and configuring software and hardware

- Managing network, servers and technology tools

- Configuration, testing and support of LAN / WAN equipment and related
services

- Supporting employees

- Solving employees' problems

- Setting up accounts and workstations

- Monitoring performance and maintain systems according to requirements
- Troubleshooting issues and outages

- Make recommendations for upgrades

- Upgrading systems with new releases and models

- Managing internal IT environment: AD, RDS, DNS, Mail, SQL, etc.

- Managing cloud environment: Web hosting, Google Workspace, AWS, DNS
Executed strategic projects:

- Performed the migration of the system of accounting and
inventory(1C:Enterprise) in the Cloud — AWS.

- Executed migration of information systems to Google Workspace (Gmail,
Drive, Docs, etc.)

CeHTA6PL 2019 - ﬂHgggg System Administrator

SRL VICTIANA
(KnwmHes), IT, IHTepHeT

Main activities and responsibilities:

- Configuring and maintaining the networked computer system, including
hardware, system software, and applications.

- Ensuring data is stored securely and backed up regularly.

- Diagnosing and resolving hardware, software, networking, and system issues
when they arise.

- Replacing and upgrading defective or outdated components when necessary.
- Monitoring system performance to ensure everything runs smoothly and
securely.

- Researching and recommending new approaches to improve the networked
computer system.

- Providing technical support when requested.

Executed strategic projects:

- Implementation of barcoding in a warehouse

- Implemented system: Unified endpoint management — ManageEngine
Desktop Central

AHBapb 2019 - ceHTAGPL IT Specialist
2019

SRL VICTIANA
(KnwinHes), IT, IHTepHeT

Main activities and responsibilities:

- Implementation of security systems: CCTV, ACS, etc.

- Planning and selection of equipment for the client's needs

- Performing commissioning works for CCTV and Access Control Systems

- Troubleshooting the customer's network

- Performing work on the design of IT networks

Support customers

Executed big projects:

- Building an enterprise IT network FARM-PROD SRL (Lan, Video, WiFi, ACS)
- Migration CCTV server from Windows OS to CentOS (Moldcell — ISP)
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MapT 2017 - AaHBapb 2019 CAD designer

SRL VICTIANA
(Kuwwnnes), IT, UHTepHeT

Main activities and responsibilities:

- Designing CCTV systems

- Designing Fire Safety Systems

- Designing Access Control Systems

- Designing Security Alarm Systems

- Work with technical documentation

- Performing work to create plans for sites and spaces
- Assistance to System Administrator — Helpdesk

O6pas3oBaHue BbicLuee o6pa3oBaHme

Technical University of Moldova, Energetics

no 2017 Electrical Power Engineering

KnoueBble HaBbIKA

- Server and Desktop administration on GNU/Linux, Microsoft Windows Desktop/Server, and MacOS.

- Network experience with Mikrotik (RouterOS), WatchGuard, SonicWALL, Ubiquiti, HP, D-Link, TP-Link, Huawei,
Planet, and other brands.

- Virtualization proficiency with VirtualBox, VMware (ESXi, VCenter, vSphere, Workstation), Hyper-V, and Proxmox.
- Experience with DLP, SIEM, SWG, Backup, and Helpdesk Systems.

- Familiarity with Cloud platforms such as AWS (EC2, S3, Lambda, etc), Google Cloud (Workspace), and Microsoft
365 (Azure AD, Exchange Online, Office 365, etc)

- Knowledge of TCP/IP Family Protocols and services like VPN, MAIL, DNS, WEB, S/FTP, SQL (MSSQL, MySQL,
PostgreSQL, etc.), DHCP, SMB, NFS and others.

- Experience in setting up networks, cables, configuring routers, and WIFI access points.

- Install, configure, diagnose and troubleshoot hardware, software, and peripherals.

- Familiarity with Security Systems such as Hikvision, Dahua, Trassir, Sigur, Anviz, etc.

- Good knowledge of non-IT software such as AutoCAD, Mathcad, MATLAB, Microsoft OFFICE (Word, Excel, Visio,
etc), 1C:Enterprise and many others.

BnageHue A3blikaMmu

Pycckuin PogHoi
PyMbIHCKWiA CB060AHO Bnageto
AHINACKNTA Pa3roBopHbIii
YKpauHckuii Pa3zroBopHbiii

AononHutenbHas UH(popmayua

KomMaHanpoBKM roToB K KOMaHAMpPOBKaMm

MpaxgaHCcTBO MongoBa, PymbiHUA
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